Enabling Token Protection In
Entra ID Conditional Access



Browser-based sessions NOT supported (only native apps). Deploy in Report-only mode first

to prevent app/device disruption. MDM is required for macQOS/iOS preview support.

The Conditional Access policy should only be configured for these applications. Selecting the

Office 365 application group might result in unintended failures. This change is an exception



to the general rule that the Office 365 application group should be selected in a Conditional
Access policy. - According to Microsoft Learn.

Not configuring the Client Apps condition, or leaving Browser selected might cause
applications that use MSAL.js, such as Teams Web to be blocked.

Capture logs and analyze

Monitor Conditional Access enforcement of token protection before and after enforcement by using

. Policy impact, Sign-in logs ~ Log Analytics.

Sign-in logs

Use Microsoft Entra sign-in log to verify the outcome of a token protection enforcement policy in
report only mode or in enabled mode.

- Microsoft Entra admin center =~ Conditional Access Administrator.

Browse to Entra ID > Monitoring & health > Sign-in logs.

Select a specific request to determine if the policy is applied or not.

Go to the Conditional Access or Report-Only pane depending on its state and select
the name of your policy requiring token protection.

Under Session Controls check to see if the policy requirements were satisfied or not.
6. To find more details about the binding state of the request, select the pane Basic Info
and see the field Token Protection - Sign In Session. Possible values are:
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https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-report-only#policy-impact
https://learn.microsoft.com/en-us/entra/identity/conditional-access/deployment-guide-token-protection-windows#sign-in-logs
https://learn.microsoft.com/en-us/entra/identity/conditional-access/deployment-guide-token-protection-windows#log-analytics
https://entra.microsoft.com/
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference#conditional-access-administrator

logs =

+ Download ~ @ Export Data Settings # Troubleshoot O Refresh

€) This view will soon be replaced with a view that includes mare filters infinite scrolling, a

Date : Last 24 hours

User sign-ins (interactive)

31/03/2026, 1

3
31/03/2026, 15:14:13
31/03/2026, 15:12:13
31/03/2026, 15:10:13
31/03/2026, 15:00:13
31/03/2026, 15:07:13
31/03/2026, 15:05:13
31/03/2026, 15:03:13
31/03/2026, 15:01:13
31/03/2026, 14:59:13
31/03/2026, 14:57:13
31/03/2026, 14:55:13

31/03/2026, 14:5:

3
31/03/2026, 14:51:13
31/03/2026, 14:50:13
31/03/2026, 14:48:13

31/03/2026, 14:46:13

Show dates as : Local

User sign-ins (non-interactive)

cod5e9c1-51a8-4f20-9574-3bded8d 99000

c5d5e9c1-51a8-4f20-9574-3bde18c19b00

b64bd02b-4918-4c8b-89c2-37058460ac00

b64bd02b-4918-4c8b-89c2-37052752ac00

108c0716-853a-4e31-946e-30e234269000

dsc5bad7-1aTe-4e67-92a9-1650a5%01300

2486678¢-9514-4673-bf%e-81c3b2620c00

108c0716-853a-4e31-946e-3ce2eabbd000

b64bd02b-4918-4c8b-89c2-3705c4073c00

0cd9e294-c3b9-417e-30e8-5d9660859300

6eb29c00-d2bf-4cbf-8df6-1clacBe4e00

efb3953d-5e54-423b-9cf0-71eeebced300

a9bba47d-0318-4e38-8ef0-83962e9e2d00

104d11bb-b028-47a9-b3d0-9bb71cad0100

cc06226f-520f-4f84-9b7d-be07e05c6800

bB802c664-5181-423c-9916-738811083d00

01e82236-942a-40a4-b4af2-396db67b0d00

User contains ececa0f5-

Activity Details: Sign-ins

Resource owner tenant ID
User type

Cross tenant access type
Application

Application 1D

Resource

Resource ID

Resource tenant ID
Home tenant ID

Home tenant name
Client app

Client credential type
Service principal ID

Criginal transfer method

t8cde

Member

MNone

Azure Portal

cdab.

Azure Portal

cdabdi

e21b4

e21b4

Browser

MNone

dfs1

None

12553

:balf3c

wlfac

4676

466

&b2e

Service principal name

Resource service principal
Unique token identifier
Token issuer type

Token issuer name
Incoming token type
Authentication Protocol
Latency

Flagged for review

User agent

D

dfslc

MbVIUe4N4EidyrofFgaeAA

Microsoft Entra 1D

MNone

Mone

116ms

No

28b2e

Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/144.0.0.0 Safari/537.36
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